Ex-Ray: Detection of History-Leaking Browser Extensions

Michael Weissbacher, Enrico Mariconti, Guillermo Suarez-Tangil,
Gianluca Stringhini, William Robertson, Engin Kirda

Northeastern University, University College London



Savn smais £ PO *ntls POF Wiewar
wamas (170 e & 4] *!“

FREE Mewecian ',‘I"""Pé':r'

Wb Cligper NImEgay

-

Prim cx PDFwits Gty

s (179

Sedn POF Online Sgpe.

R

Hypatiasi - Wah § 5

s (10

“ket

-]

Save 13 Packet
v (ST

InvitisHEng
s (1567

FRiE i ervori L et i

Instapaper
b . T el £ leleiterit i el i

GWhalFunt

whatFant
wws (1305

Clts This For ba: Wik

e (413

PRLETTE

PANCKIT
N CREATOR

e B T L o

Bicly | Unleash theg,

e |

Palatin Craacor

FREE oy FREE

]

[

Tl Tt

wwa (457

Shimarcve Accenp

Lisk Eesmarch SEQ
reabr (22 i

saass (72

Incernes Junkis
|

SEC PageRank (Fog

Saad - (A3 i

- Autsmatic g,

wan (4715 L

G

Srkcalink Coemepiy | B FREE

wsses (1423

[ ——
sawen (42} L

Srrilm Always
smass [250)

Winava Highlighter 2.

O = .
Stickies - Chroms UKL Spmcin
orisioerrH e $71-1 et =i

prerar

il TENE eom

T ol A
n e Ineegris meds.

oyt | s, 3 et SRS

Tffice Ouline
wwa 24an)

Momanium
wwhn (11508

FREE

Tum O the Lights

Turs OIT the £ ights
s (e FREE

Taita Wikpagn Scrgpe,

1] 55

- VISION

e
S =~
Garen
. lyst radar »
AR
Fura Offlne.
i [ & 0 o 2|
pr—— 1@ orsmenady
Android
Woarks mith Google =
i e Al [t T
ik
sREEE S Rup
At
i e ClickikC lwan Avsaname suunllmh
et T 4 iy
(™ .
o =
WEB CLIPFER

Infimicy Kew Tab
awsen (4730

Ewemate Wab Clipgap

seses (123007

FREE

Googh

Comgin Kee Chrarpgy

wan . (405T)

Gzagfe Calendar ||
el 11

Dt Save LN

3 Cl
ety FREE  aaa poim FRER

Hﬂlm | -

Pintarent Save Butipn

aasa s (AIEG

You Tl

I Viaian dor Yoyl

Maittrack for Gmaf k.
seass (4253 Bk

araar (6547

s s
\\_}/’
Save 13 Coogle ﬂl““ Mnklll:.n"%.

w1355 e (135

Tag Saattaes (b G

saaa: 937

The Great Sepandgr
e (1124 =

FREE

FREE FREE

FuComtac for Crpll

# hunter

bt pes Huntar Msusging

ww 1] RS e (920 FEEE i L | Ara Ak (07 7)
:1-\" 1 T ... r
ceonpant | I W JobHero

Aczempany for Gyl

Hunir: fab Search Tpge.

SharePad - A Simgln

s Loslh e e K
o
E_ﬂ FOCUS
(]
e et Pt

-

WastaMoTime

i

Block & Facs
ssasall 10)

Mindtul Browesirg.

FREE FREE

QLY U
@pablo

Chaity Guede
waasal i3]

2 99

Goad Quote:

Thossghiful Tab

FREE  spnuapm FREE

Wasther

HOAA NS Waah
e ) & Fhce

et e

Rocke: Dmbkbasrd Oplao wea thar Wasther Badps. R: -
= i ] e vt I
SOCLALBLADL
Tealki For Facesa; Secial Blada
ssas | 2nE0) M‘ a5 R
-
podStation
[
ads cacian Padca
FREE 2 ke

anan (143

Quora

Oficial Quara Chepp.

wpees (4

Ansclin Booiks by &
oo it



il TENE eom L o L I Ly P T T il A Faa

e

T oz | o e | [ S e ST e
hpa =
——— Gaman ! r r '_ ot
< adq
i ’ | the frsstin v
rel
Wb Cligper NImEgay POFwim Gl SedaPOS Online Sgoe, - i Pkt oy | Sl ok e
e saas . (375 e (13 21
Fars Oiffine
= By Gaagie
o &
osial I
© nocket S_/-"Ia —— (@ orsenenady # hunter
i fl' er Angroin
! ee | NN
Windc weth Goops o
o Dicron [ acty far Chi fro—-— " [T p— Huntar Mausging FuiC omtact far G
T e A v 1) vttt e PREE  pwweriaasn PP seeer(iinon PR el | Wpeorrp L il i T [t

huntr

Instapaper . G SharePad
Wunderlist :
=
b . T £ leleiterit = i T o Y

GWhalFunt

whatFant

Fazum4n
wamen (7]

am

Goagie Publibar Teal, . HHIE Bicly | Unlsash th
e e e MR

I
3 -

l:llnﬁulll;l_rmlr- S

)

@pablo

T
AleeaTralhe Rark

P ——
s (455 “fﬁ'f wmaa o (00 wlp

“.

Limi Radlirace Traz
waman [147] "“

Shmimprees Accanplbh ST0 PageRank Foqpy,  Incernet Junkis o Thossghiful Tab

ez FREE
sawis (22 sease (32 saass 9 aaaa e
ﬂF
Weathar Frrscast
-, = i Onesiats Wb Clip) Loom - Video Reco s Full Pagm Sorm Fsll Pags Scramn Wanzher Hice Day (wamhs mcioes HOAR NWS Wasth
peonniCioiegnag ol " e e FRLE rivemerigil | el e 0 a3 M e i w24 FREE | swwiaguam) e aeventars) FREE | eww t Pt

— it Rocket Dmssasnd Oplan weatiar Surge- Mutorial Ny . Wnathsr Badpe. Raly
Bricegiink Coupan [E—— Sl Alweays @ ez . FREE e =t Wi
v [TAZS] 1 Seeaian Py e A FREE Chrome |G Stary L ek (1) ks (27 jprevirepn v
P gy, S T s,

MARKZRTO

- " rT [
I '”'""‘,"_f'" i) Stumblalpon — fw:g?"?"'tlg

GIFHY for Corome =

Mabs Ampwhe:
e (2105

I . s ey

ety e, R B

by 5 . Susatital Eam Finsar Passtacin Padca
T | FREE" | mas (13 FREE | cpaa 14 e

Wellam highligh Visava Highbghiar,. Spall chacker and Gra._
rmirt gl iyl - Pt

FREE

Quora

Pluta TV - I Eran T
pre Rtz

Oficial Quara Chepp.

saaa s (1A7] Snnas (3 wwees (M4




Overview

Extension Basics

Extension Privacy Risks
HoneyPot Probe

Detection Methodology
System Design and Evaluation
Conclusion and Discussion

Michael Weissbacher et al., Northeastern University, Boston



How extensions work

e Additions to browser core functionality
e Powerful API based on permissions

O

O O O O

Modification of active pages
Modification of requests / responses
Often access to all visited pages
Access to cookies

Access to previous history

Michael Weissbacher et al., Northeastern University, Boston



Extension Privacy Risks

e Privacy leaks through
o Modifications to the site: referrer
o Request or response interception

o Polling active tab
O

e No unified way of detection

e Previews work:
o Manual analysis
o Leaking keywords, search traffic

Michael Weissbacher et al., Northeastern University, Boston



Extension Privacy Mitigations

e Permissions can restrict access to sites
e Extensions often over-request access

e Only modest permissions required to leak history

Michael Weissbacher et al., Northeastern University, Boston



Tracker Comparison

e On Websites:

o Opt-in: Website owner
o Opt-out: Ghostery

e In Extensions:
o (typically) all websites
o Implicit Opt-in through installation
o No opt-out

Michael Weissbacher et al., Northeastern University, Boston



“Is this an issue in practice?”



HoneyPot Probe

Extensions run in a container

Web and DNS local

URLs unique to extension

Public Internet only for other resources
Browsing our website...

... Which is also available on the public Internet

Michael Weissbacher et al., Northeastern University, Boston 10



Chrome extensions

HoneyPot Probe
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Chrome extensions

HoneyPot Probe
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Chrome extensions
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Chrome extensions

HoneyPot Probe
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HoneyPot Incoming Connections

Extension Name Installations

Stylish - Custom
themes

Pop Up Blocker for
Chrome

Desprotetor de
Links

Michael Weissbacher et al., Northeastern University, Boston

1,671,326

1,151,178

251,016

Connection Origin

*.bb.netbynet.ru
*.moscow.rt.ru
*.spb.ertelecom.ru

*.aws.kontera.com
176.15.177.229
*.bb.netbynet.ru

*.aws.kontera.com
*. moscow.rt.ru
*.bb.netbynet.ru

15



HoneyPot Probe

Connections prove use of data

Excluding VPN: 38 Extensions

Connection often immediately after execution
They leak immediately

Indications for collaboration, no proof

No malicious activity detected

Motivation for automated detection system

Michael Weissbacher et al., Northeastern University, Boston 16



Detection Methodology

Hypothesis: For tracking samples, sent data size
should grow in relation to history provided to the
extension.

Michael Weissbacher et al., Northeastern University, Boston
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Ex-Ray Goals

e Robust Detection
o Traffic obfuscation / encryption
o Method of data collection / exfiltration

e Automated detection of leaks

e Large scale

Michael Weissbacher et al., Northeastern University, Boston
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Detection Methodology

e Controlled environment
e EXxecution in multiple stages
e Vary size of browsing history

e Supervised and unsupervised methods

Michael Weissbacher et al., Northeastern University, Boston 19



Detection Methodology
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Detection Methodology
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Causality

e Varying history as variable over stages
O Stage O: example.com/example/index.html

o Stage 1: example.com/example/<500characters>/index.html
O

e EXxpectations
o Benign: no change
o Otherwise: ?

Michael Weissbacher et al., Northeastern University, Boston
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Normalized sent bytes
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Causality

Counterfactual analysis

Input variable: size of history

Output variable: <data sent, destination> tuples
Invariants of trackers

Goal: find deterministic tracking

Supervised method: trained on benign and
leaking datasets

Michael Weissbacher et al., Northeastern University, Boston 24



Causality

Three steps

1. Minimum intercept: threshold
2. Minimum slope: increase
3. Level of confidence: proximity to model

Michael Weissbacher et al., Northeastern University, Boston
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Detection Methodology
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Triage

e Quantify leakage
e Prioritize extensions

e Supports human analyst in prioritizing
extensions

Michael Weissbacher et al., Northeastern University, Boston
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Triage

e L: number of leaked URLs between experiments
e |si|, |sj|: number of bytes sent to domain
e 7. expected threshold for increase

|sj1 = Isil

L(SI',SJ') —

Michael Weissbacher et al., Northeastern University, Boston
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Triage

e Score: Likelihood of a leak
e S: transition between stages (i=>}))

score(x) = 1_[ et (s)

Michael Weissbacher et al., Northeastern University, Boston
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Triage

‘not-leaking if score(x) <1

.

leak(x) = { possibly-leaking if 1 < score(x) < 100

| Likely-leaking otherwise.

e Result: indicators for manual analysis

Michael Weissbacher et al., Northeastern University, Boston 30



Triage Samples: Leak

QR Code Generator

4e+18
394 .88
28.22
4.48
1.16

connectionstrenth.com
a.pnamic.com
eluxer.net
rules.similardeals.net
code.jquery.com

Michael Weissbacher et al., Northeastern University, Boston
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Triage Samples: Benign

Bible Quote of the Day
1.00 www.gstatic.com
1.00 chromium-118n.appspot.com
1.00 ssl.gstatic.com
1.00 localhost
0.67 www .google.com

Michael Weissbacher et al., Northeastern University, Boston
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Detection Methodology
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Behavioral Detection

e Based on previously flagged extensions

e Clang Libtooling instrumentation
o C++ source code rewriting
o 11,132 function trace points

e API call analysis

e Input: n-grams of API calls

Michael Weissbacher et al., Northeastern University, Boston 34



Evaluation: Causality

Crawled store for extensions > 1,000
installations

10,691 Extensions total

212 flagged: 1.9%

184 manually verified as leaking

28 wrongly identified

False Detection Rate: 0.27%

o Flagged due to ads
o Possible improvement: increase # stages

Michael Weissbacher et al., Northeastern University, Boston 35



Evaluation: Behavioral

e Best parameters:
o n-gram: 2
o F1 score: 96.43%
e Distinguishing calls:
o URL manipulation
o JavaScript manipulation
e Most distinguishing sequence:
o extensions.browser.extension_prefs.GetExtensionPref()
o chrome.browser.extensions.shared_user_script_master
.GetScriptsMetadata()

Michael Weissbacher et al., Northeastern University, Boston
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Noteworthy Samples: Causality

e Not detectable by state-of-the-art leakage
detection systems

e Previously unknown leakage channels
o Strong Encryption
o Unsupported Protocol

Michael Weissbacher et al., Northeastern University, Boston
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Web of Trust (WOT)

e Provides crowd-sourced "trust" ranking

1.2M installations

e Extension received media coverage for selling
user data

e RC4 encryption (See crypto. js file)

e Can be implemented similarly to Google Safe
Browsing (offline)

Michael Weissbacher et al., Northeastern University, Boston 38



CouponMate

e WebSockets: Protocol not supported by previous
systems
e Protocol growing in popularity: 0.96%

STORE_DATA 116 {"host""www. example.com”,"url" " http:lwww.example.com/ "checksum" ['972558chbec8cf 419c39a879afBede 2520 40t
STORE_DATA 116 97 2558checBcf419c359a979afBrde262eepdchd

| STORE_DATA 116 {"host""www. example.com” "url":"http:iwww example comiexample” "checksum":['97 2558chec8cf 419c39a97 9afBede 2¢
.STDHE_DFJH11E9?2558Eh€t8ﬂ141QEHQEQTQHEEdezﬁieeedcﬁd

PING

POMNG

¥ STORE DATA 116 {host: "www.example.com", url: "http://www.exanple.com/example",.}
¥ checksum: ["972558chbecBcfl419c39a979%afBede252eeedc54" |
0: "972558checBctl419c39a979aT8ede252ecedc5d"
host: "www,.example.com"
url: "http://www. example. com/example"

Michael Weissbacher et al., Northeastern University, Boston 39



Possible remediations

e Stores should analyze extensions to warn users
e Implement API to inspect background traffic

e Invasive tracking as single purpose rule violation

Michael Weissbacher et al., Northeastern University, Boston
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Conclusions

Robust detection method for privacy leaks
Prototype: Ex-Ray

Supervised and Unsupervised methods
10,691 extensions analyzed

212 flagged

Found two novel leaking channels in use

Michael Weissbacher et al., Northeastern University, Boston 41



Thank you for your attention
Questions?

Paper and Data:

https://goo.gl/nezKGp
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